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Keeping your data secure

Written By NICHOLAS ALLEYNE

Almost every day over the last few yearsit seems there is another website hack or leak of information. We usually hear about large
business or government, but it happens to small business, too.

Keeping your dataand I T infrastructure secure and running is a challenge, no doubt. There is aways atrade off: more security often
means more work and expense.

Recently, afamily member sent me a 15-page article about computer hygiene. For me asan IT professional, the information was
great. But the average small business owner, I'm sure, doesn't have the time or background to deal with such detail.

Finding amiddle ground between no security (cheap) and watertight, professional-grade security (not so cheap) isimportant,
particularly when you do not have full-time staff dedicated to security, or in some casesevento IT.

Whenever someone asks me about securing their IT networks and their data, | recommend the following:

1. Updates -- Ensure your computer operating system and the software you run are up to date. Running old, insecure softwareis
normally the easiest way into a network. Having out of date software can leave you vulnerable to ?drive by? attacks, where just by
browsing websites with malicious advertising your system can be infected with malware. When your software pops up telling you it
needs an update, listen.

2. Passwords -- Use a password manager. Most people use the same few passwords. This can cause problems when awebsiteis
hacked and your password is stolen. Hackers can then scan the internet trying your password and email address and often will find
other placesit was used. Using a password manager alows you to only need to remember one strong password. The app will keep
track of the rest for you, and even create randomly generated ones when you need anew one. To find out if your email address
and/or passwords have been stolen in a known breach, go to https://haveibeenpwned.com/.

3. Backups -- Back up your data. We have all heard this many times, yet many people do not listen until it istoo late. | personally
recommend using an application that takes your data off site. This could be to a backup location (home is better than nothing), or
utilizing a cloud service. The cost may seem like alot, but it is much cheaper than starting from scratch.

4. Admin -- Do not run your user as an administrator on your computer. Thisoneisalittle more technical, but the main reason here
isit prevents accidental downloading of malware from running amuck on your computer. Create a second account that does not have
full accessto install applications on your computer, run everything as this user, and when you need to install, or run those other
applications, you can utilize your 2Admin user?.

The above steps will not keep you secure from everything out there, but they go along way towards ensuring your data staysin your
hands only.
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